
www.intersec.co.uk 7April 2026

feature

PAYING THE PRICE
Sean Tilley provides a UK board-level briefing on the true cost of cyber downtime 

Cyber downtime carries measurable 
financial consequences and those 
consequences are becoming clearer with 

each major incident. Research from 11:11 
Systems shows that 78 percent of European 
organisations report losses of up to $500,000 per 
hour following a cyber-related outage, while 6 
percent face costs exceeding £1-million per 
hour. When recovery extends beyond 
containment, the disruption begins to register 
in revenue performance, contractual exposure 
and customer stability rather than remaining 
confined to the technology function.

For UK leadership teams, the issue centres on 
continuity of income, fulfilment of obligations and 
the strength of customer relationships under strain. 
Half of organisations surveyed require between one 
and two weeks to fully recover from a cyber incident. 
Over that period, cost exposure builds in ways that 
are rarely reflected in early estimates. Revenue stalls, 
particularly where digital platforms underpin billing and 
subscriptions, while service commitments are breached, 
supply chains experience secondary disruption and 
internal teams divert time and budget away from planned 
initiatives towards remediation and communications.

Extended recovery places additional pressure  
on customer relationships, especially in sectors  
where availability is assumed as standard. Regulatory 
scrutiny increases in parallel, particularly under UK 
GDPR and sector-specific resilience requirements, 
where organisations must demonstrate that  
appropriate safeguards were established before  
the incident occurred.

A significant proportion of the cost emerges over 
time rather than immediately. Insurance premiums 
adjust at renewal, forensic specialists and legal 
advisers remain engaged, customer notification 
programmes continue long after systems are restored 
and remediation work extends into future quarters. By 
the time the full impact is visible, the loss total often 
exceeds initial projections.

According to Cyber Monitoring Centre, recent 
UK attacks across retail, healthcare and critical 
infrastructure have collectively cost businesses more 
than £1.9-billion. At an individual level, even a 
contained incident can translate into multi-million-
pound losses once revenue interruption, remediation 
spend and longer-term customer attrition are properly 
accounted for. Recovery time remains the decisive 
variable, steadily increasing commercial strain and 
regulatory attention the longer disruption persists.

For boards, cyber downtime is no longer a technical 
failure, but a test of governance. In the immediate 
aftermath of an incident, external scrutiny rarely 
focuses on how the attack occurred. Instead, attention 
turns to whether leadership understood its exposure, 
validated recovery assumptions and exercised informed 

oversight before disruption struck. Where recovery 
falters, questions follow around board assurance, 
investment prioritisation and whether resilience was 
treated as a compliance exercise rather than a core 
commercial safeguard worthy of sustained board 
attention. In that context, prolonged downtime can 
quickly become a proxy for broader leadership risk.

Despite recent high-profile incidents, many 
organisations still overestimate their ability to recover. 
Backup environments may exist without having been 
stress-tested under realistic conditions, recovery 
objectives are documented but rarely validated, crisis 
governance structures that appear clear on paper can 
lose coherence under pressure and visibility across cloud 
platforms, SaaS providers and out sourced partners 
frequently remains incomplete.

Modern enterprises operate across layered digital 
ecosystems that depend on managed services, third-
party infrastructure and interconnected suppliers, 
each introducing dependencies that may sit outside 
direct oversight. Without a consolidated view of these 
relationships, recovery planning remains fragmented 
and assumptions around restoration timelines tend to be 
optimistic rather than proven. When those assumptions 
fail, cost exposure accelerates quickly.

The organisations that recover fastest are those with 
the clearest decision rights. During major incidents, 
value is lost less through system failure than through 
delayed executive judgement such as uncertainty over 
who authorises restoration priorities, how customer 
communications are sequenced and which commercial 
trade-offs are acceptable under pressure. Boards that 
rehearse these decisions in advance shorten recovery by 
eliminating hesitation at the moment it matters most l

Boards that rehearse 
decisions in advance 
shorten recovery by 
eliminating hesitation 
when it matters most

Sean Tilley is Senior 
Sales Director EMEA  
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